
Cyber Security Malware Analyst-I 

 

See security has introduced the Cyber 

Security Malware Analysis program in 

2015.  

In war, there are always two sides: the 

attackers and the defenders.  A less 

focused on group is the researchers and 

developers.  While soldiers are fighting a 

war on the front lines, scientists and 

engineers are researching and developing 

new weapons, defenses and tools; things 

that give their side an advantage. When 

the opposing party capture a tool, they 

reverse engineer it to understand exactly 

how it works, how they can defend 

themselves, and even how to re-purpose 

it.  The same goes for cyberwars: 

malicious attackers and system 

administrators (Black and White Hats) are 

the soldiers, malware authors develop 

new and dangerous forms of malware and 

Malware Analysts reverse engineer these 

weapons to find out how to stop them. 

A Malware Analyst is a highly specialized 

reverse-engineer, programmer and 

detective.  They accomplish their task by 

using various tools and expert level 

knowledge to understand not only what a 

particular piece of malware can do but 

also how it does it.  Becoming a Malware 

Analyst requires a large amount of focus 

and discipline, as well as training and 

practice of the inner workings of computer 

systems, programming methodologies in 

multiple languages. A malware analyst 

must have a keen mind for solving puzzles 

and connecting the dots. 

This program presents malware analysis 

tools and techniques.  

Understanding the capabilities of malware 

is critical to an organization's ability to 

respond to information security incidents 

and produce threat intelligence.  

The Malware Analyst training program can 

help incident Responders, Cyber security 

Architects, and IT administrators gain the 

skills to observe malicious programs that 

target and infect systems.  

The training provides the ability to perform 

reverse-engineering of malicious software 

using system and network monitoring 

utilities, disassemblers, debuggers, and 

other tools useful for turning the malware 

inside-out. 

Target Audience: 

The Malware Analyst program requires 

prior knowledge in system and network 

administration, and preferably a familiarity 

with cyber security tools, general 

knowledge of Information security or 

Incident Response. 

Curriculum (Divisions level only): 

1. Sys-Internals 

2. Honeypots 

3. Unpackers 

4. Static analyzers 

5. Dynamic analyzers 

6. Hook Finders 

7. Plain/Hidden data in formats (steganography, 

SQLite, etc.) 

8. Network monitoring (PCAP viewers) 

Anti-virus and virus total 

Education Program Characteristics 

Target 

audience: 

System / Professional / 

Network / familiarity with 

vulnerabilities 

Orientation: Technical 

Stage: Advance 

Width: Wide 

Certifications: CSMA 

Class & Missions 

Hours: 
48 class hours, 120 

mandatory home assignments  

Program 

Format: 

6 days meetings 


