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Knowing Assembly 

Understanding the 'Low-Level' principles, which are found in Intel 

CPUs, is crucial for mastering the realm of Reverse Engineering, as 

well as programming, compilers designing and the understanding of 

operating systems and their vulnerabilities.  

In this program, you will: (1) learn the basic principles of Assembly 

code; (2) understand the hardware in which assembly code uses, and 

finally, (3) learn about common commands, which resemble assembly 

code.  
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About Our College 

See Security College is a highly specialized and 

international cyber-security college. Our college is 

one of seven colleges of its kind in the world and 

deals with cyber-security exclusively, by using 

education methodologies which were designed for 

state and formal agencies.    

The college delivers its study programs worldwide, 

through the See Security International brand as 

well as through well-known cyber-security agencies 

dealing with cyber-defence exportation.  

See-Security Technologies CEO, Mr. Avi 

Weissman is one of the leaders in the Israeli Cyber 

industry, and serves as an advisor and commentator 

to the Israeli government on the regulation of cyber 

professions standards. In addition, Mr. Weissman is 

the founder of the Israeli Forum for Information 

Security (IFIS) together with Maj. Gen. (Res.) and 

former head of National Security Council, Yaakov 

Amidror. He is also a co-CEO of cyber human 

resources company, See-HR, cyber security 

consulting company, See Consulting Cyber and in 

the international cyber security college, See 

Security International. 

Cyber Professions Regulation in Israel 

The Israeli Forum for Information Security, which 

operates within the framework of the Prime Minister's 

Office as an independent unit, has decided to 

implement binding regulation on the definition of the 

various professions in the cyber world, and makes 

clear recommendations regarding the content of 

knowledge for each and every profession and 

speciality in the wide-ranged branch of Cyber 

Security professions. Some of the core profession 

requires knowledge in Assembly code.   

About the Program 

Intel's CPU are serving as the main power of 

computers for over 30 years. Understanding of the 

'low level' principles will enable you to understand not 

only the architecture of such CPUs as well as other 

hardware. In addition such principles are also crucial 

for mastering the realm of Reverse Engineering, as 

well as programming, compilers designing and the 

understanding of operating systems and their 

vulnerabilities. 

In this program, you will: (1) learn the basic principles 

of Assembly code; (2) understand the hardware in 

which assembly code uses, and finally, (3) learn 

about common commands, which resemble 

assembly code.  

At the end of the program students will hold a 

thorough understanding in Assembly code reading 

and will obtain essential skills for more advanced 

professions such as Reverse Engineering and 

Malware Analysis.    

Target Audience 

The program is targeted at individuals who want to 

ultimately become Reverse Engineers or to develop 

skills in Malware Analysis.  

Entry Requirements  

Previous knowledge in code development OR 

graduation from our C code study program.  

Tuition Fees 

9,400 NIS (including registration fees and LTD).  

mailto:elvira@see-security.com
http://www.see-security.com/
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Course Format 

The course will be held twice a week, in the evenings. 

There will be 40 hours of in-class lectures (10 

sessions). Lectures are held at See-Security College 

in Ramat-Gan. The program opens about two times 

a year.  

Pedagogic Requirements 

1. Attendance in at least 80% of lectures.  

2. At the end of every module, there will be an 

examination and/or an assignment. Students 

must obtain an average of at least 70%. There is 

a possibility to take a make-up exam. 

3. In technical modules –"hands-on" practice in 

class and at home (using computer labs(.  

Ccertification 

Students who will meet the pedagogic requirements 

of the program will be awarded by See-Security 

College.  

 

 

 

 

 

 

Remarks 

1. Opening of the course depends on the number 

of enrolled applicants (at least 10 participants).  

2. Registration fees are not refundable, excluding 

the event that the college does not open the 

program.  

3. Any costs of external examination are not 

included in the tuition fees of the program. 

4. There may be some changes in the program 

layout, exams or any other issues. The College 

Board will inform students before making such 

alterations. 

Further Information 

Administrative information:  

Mrs. Elvira Eliseev, 03-6122831, 052-8787889 

elvira@see-security.com 

Academic Information: 

Mr. Avi Weissman, 054-5222305 

avi@seesecurity.com 
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Curriculum 

• Stepping through a small program and watching 

the changes to the stack at each instruction 

(push, pop, call, ret (return), mov) 

• Stepping through a slightly more complicated 

program (adds lea (load effective address), add, 

sub) 

•  Understanding the correspondence between C 

and assembly control transfer mechanisms (e.g. 

goto in C == jmp in ams) 

• Understanding conditional control flow and how 

loops are translated from C to asm(conditional 

jumps, jge(jump greater than or equal), jle(jump 

less than or equal), ja(jump above), cmp 

(compare), test, etc) 

• Boolean logic (and, or, xor, not) 

• Logical and Arithmetic bit shift instructions and 

the cases where each would be used (shl (logical 

shift left), shr (logical shift right), sal (arithmetic 

shift left), sar(arithmetic shift right)) 

• Signed and unsigned multiplication and division 

• Special one instruction loops and how C 

functions like memset or memcpy can be 

implemented in one instruction plus setup (rep 

stos (repeat store to string), rep mov (repeat 

mov) 

•  Misc instructions like leave and nop (no 

operation) 

• Running examples in the Visual Studio debugger 

on Windows and the Gnu Debugger (GDB) on 

Linux 

 

 

 

 

 

 

 Assemblyהצהרת תלמיד בלימודי 

 הריני מאשר בזאת כי קיבלתי דף מידע זה, הבנתי את תכנו והסכמתי לתנאים המפורטים בו.

 ________________חתימה ______________ תאריך: ____________ __________שם הנרשם: 
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